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INTRODUCTION

¢ Information Security — Cyberspace, Attack vectors, Defense mythologies,
Information security roles

e Hardware — Computer hardware

e Attack Methodology — Zero-day, APT, Spear-Phishing, Social Engineering,
etc.

e Internet and social media awareness

OPERATION SYSTEMS

e Windows — Operation System, CMD, Scripts, Permissions, Shares

e Linux — Commands, Users & Groups management, Services, Repositories

NETWORKING

e Basic — OSI, TCP/IP, Packet Tracer & I0S, Network components

e Network attacks - Understand network flooding, Poisoning, Spoofing

ENCRYPTION

e Encryption basics — Classic encryption, Cryptoanalysis

¢ Modern encryption — Symmetric and asymmetric encryption, RSA, Diffie
Helman

e Hash functions

e Digital Signature

e Encoding

WEB



e Introduction to Web — Web basics, HTML, JavaScript, PHP
e SQL as part of the web application

e Web vulnerabilities — SQL Injection, SQL mapping, XSS

e Web security — WAF, Secure coding

PENETRATION TEST

e Intro to Penetration Testing — Attack process, Goals of PT
e Scanning methods — nmap, TCP Scan, Syn Scan

e Password cracking

e Exploitation

e Building your malware
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